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Overview

Security concerns are the single biggest factor inhibiting
consumer acceptance of mobile banking. These concerns are as
much a matter of consumer perception as they are of reality — so
getting both right will be key. The volume of attacks on mobile
banking systems is negligible in the still-nascent and fragmented
market that exists today, but will rise as adoption builds, and in
particular, as operating system consolidation and platform
standardization increases. With a well-designed security
program in place, mobile has inherent safety advantages that
make it one of the most protected channels for remote banking.
It can be used to improve overall (cross-channel) security via the
inherent speed-and-notification advantages of always-on, always
-present mobile access. For now, build on the diversity of
platforms to maintain confidence that malware isn’t likely to infect
consumer devices, but be aware that emergence of standard
platforms will erase today’s advantage in the future. Included in
this report is a review of the security of mobile banking vendors:
ClairMail, CPNI, Firethorn, Fronde, Harland, Jack Henry,
mFoundry, M-Com (marketed by Fiserv in the US), Mobile
Money Ventures (MMV), Monitise Americas (marketed by
Metavante in the U.S.), MShift, Tyfone, and Yodlee.

Primary Questions

¢ How will security affect mobile banking consumer
uptake?

e What are consumers' perceptions around mobile banking
security, and how should Fls address them?

o Compared to other customer interaction channels, how
safe is mobile banking?

¢ What real security issues does mobile banking face, how
are they being addressed now, and what still needs to be
done?

¢ How do the three key mobile banking enabling
technologies (mobile web, dedicated applications, and
SMS text banking) — and the various mobile banking
platform vendors — compare in terms of security?
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Methodology

This report is mainly based on data collected online from a random-sample panel of 2,714 respondents in
March 2008. The survey targeted respondents based on representative proportions of gender, age and income
compared to the overall U.S. online population. Overall margin of sampling error is +1.88 percentage points at
the 95% confidence level.

This report is also based on data collected online from a random-sample panel of 2,350 households in March
2008. The survey targeted respondents based on representative proportions of gender, age and income
compared to the overall U.S. online population. The overall margin of sampling error is £2.02% percentage
points at the 95% confidence level. Secondary data from public sources, such as the U.S. Census Bureau and

the Bureau of Labor Statistics, forms part of the projections.

This report is also based on executive interviews with risk and fraud, marketing, and security executives at
each of the thirteen mobile banking vendors outlined in this report: ClairMail, CPNI, Firethorn, Fronde, Harland,
Jack Henry, mFoundry, M-Com (marketed by Fiserv in the U.S.), Mobile Money Ventures (MMV), Monitise
Americas (marketed by Metavante in the U.S.), MShift, Tyfone, and Yodlee.
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61%

51%

43%

Mobile Application Bankers 14%
Mobile Internet Bankers 24%
SMS TextBankers 24%
All Consumers 2%8% 40%
0% 20% 40%
=5 - Very safe 4

Q36: How would you rate the safety of mobile
banking? On ascale of 1to 5, let 1 represent
"very unsafe" and 5 represent "very safe."

Possible measures to improve
perceived security include
multifactor authentication (cited by
39 percent of respondents), user-
customized e-mail alerts (31
percent), credit monitoring services
(28 percent), and displaying a
personalized image or nickname on
the institution’s Web site — as with
RSA’s PassMark™ (23 percent).

60%
3 =2

80%
=1 - Very unsafe

100%

March 2008, n = 58;148;103;2,314
Base: All consumers.
© 2008 Javelin Strategy & Research

Among the three main mobile
banking-enabling technologies,
almost triple the number of users
find mobile banking to be safe (29
percent of the users of dedicated
applications versus 34 percent of
mobile Internet bankers and 32

percent of SMS text bankers).

Providing a guarantee of reimbursement of any
fraudulentuse of my existing financial accounts

57%

Using alogin method beyond just username and
password

Providing e-mail alerts that | customize for particular
conditions (large transfers, withdrawals or low balances)

Providing credit monitoring services

Displaying a personally selected image or nickname on
their Web site

0%
Q42: Financial institutions are considering other methods
to increase security. Which of the following methods or
policies would you most like to see your primary financial
institution implement? (Top five results included)

39%

31%

28%

23%

T T 1

20% 40% 60%

March 2008, n = 2,350
Base: All consumers.
©2008 Javelin Strategy & Research
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